Ransomware is one of the most frightening
looking and sounding cyber threats you might
encounter online. But ransomware doesn’t
have to be a nightmare. Being prepared can
make it a whole lot less scary - like reciting

what to say 600 times before you make a
phone call.
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@ @ @ CANADIANS HAVE BEEN A
VICTIM OF MALWARE

ONE TYPE OF MALWARE IS
RANSOMWARE

WHICH LOCKS YOUR DEVICE UNTIL YOU PAY A RANSOM
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I WORKS,LIKE THIS:

You accidentally
download ransomware

You get a popup
explaining the terms

of the ransom

Your data is held hostage
until you send money
(and even then you might
not get it back)
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OF RANSOMWARE COMES FROM OF RANSOMWARE IMPERSONATES AUTHORITY

SPAM AND PHISHING EMAILS i FIGURES LIKE LAW ENFORCEMENT i

94%
P R E PA R E D OF CANADIANS BACK UP THEIR
DATA ON AN EXTERNAL HARD DRIVE !
OFFLINE LETS YOU
P AY RECOVER YOUR OF CANADIANS BACK UP
LOSING MONEY.
AND IF THEIR DEVICES GET INFECTED

T T BACKING UP YOUR 4 6 o/
FILES AND DEVICES O
DATA WITHOUT THEIR DATA TO THE CLOUD !
WITH RANSOMWARE, THEY'RE GONNA HAVE A BAD TIME.

IF YOUR DEVICE IS INFECTED WITH
RANSOMWARE, DON'T PANIC!

AVOID PAYING IF YOU CAN

IT CAN OPEN YOU TO REPEAT ATTACKS

DISCONNECT ALL DEVICES

RANSOMWARE CAN SPREAD THROUGH NETWORKS

REMOVE THE MALWARE

OR GET SOMEONE WHO KNOWS HOW TO HELP
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GET MORE TIPS TO PROTECT YOURSELF AND YOUR DEVICES AT

CYBERSAFE
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